
Note: This document refers to Google-specific OAuth 2.0 settings. The end-to-end OAuth 2.0 
process for Mailit is described in the OAuth 2.0 General.pdf document that references this 
document. 

Using Gmail IMAP OAUTH/XOAUTH2 
The Gmail IMAP and SMTP servers have been extended to support authorization via the industry-
standard OAuth 2.0 protocol. Using OAUTH protocol, user can do authentication by Gmail Web 
OAuth instead of user and password. This way is more secure but also a little more complex.


Overview shared by Google:

https://developers.google.com/gmail/imap/imap-smtp?hl=en


Create your project in Google Cloud 
In order to use Gmail OAUTH authorization, you need to create an application in the Google 
Cloud. After creating the application, you will receive the Client ID and Client Secret, which must 
be used for authorization.


To create an application, go to: https://console.cloud.google.com/cloud-resource-manager


After logging in, you will be taken to the project management page in the Google Developers 
Console


Click on the “CREATE  PROJECT” button. You will be redirected to the page for creating a new 
project. Enter the name of your new project in the “Project name *” field and click the “CREATE” 
button. The project name “MailIt OAuth” is used as an example.
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After clicking the “CREATE” button, you will be redirected to the project management page. The 
project creation process will begin, it will take a little time, after which you will see a notification 
that the project has been created with a project selection button. Click the Select Project button 
to select a project.


Next, you need to go to the “OAuth consent screen” section. To do this, start typing “OAuth 
consent screen” in the search bar. When the “OAuth consent screen” item appears in the search 
results, select it.


On the “OAuth consent screen” page, select the user type Internal or External. In the instructions, 
we use a personal account, so we will select External.


After you click the "Create" button, you will need to fill out a four-step form.
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In the first step, fill in the required fields such as “App name” and User support email. Scroll down 
to the bottom of the page and enter your email in the “Developer contact information” field. 
Optionally, you can add a logo and fill in other non-mandatory fields. Then click the “Save and 
continue” button.


©2026 Dacons UG (haftungsbeschränkt) 



In the second step “Scopes”, nothing else to do, go down to the bottom of the page and click the 
“Save and continue” button to go to the next step.


In the third step “Test users”, you will need to add your email with which you will pass OAuth 
authentication. Before proceeding to the next step, make sure the user is displayed in the list.


At the last step “Summary”, a summary of the application will be displayed, scroll down the page 
and click the “Back to dashboard” button. Now you can create a “Client ID” and “Client secret” 
for this, go to the “Credentials” section and click the “Create Credentials” button and select the 
“OAuth client ID” item in the drop-down menu.
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In the next step, in the “Application type” field, select “Desktop app”. 


After making a choice in the “Application type” field, the “Name” field will appear, in which you 
need to specify a name for the current “Client ID” / “Client secret” link. Specify any name by 
which you will be able to understand in the future for what purpose you created the credentials.


After you fill in the "Name" field, click the "Create" button.

Next, a window will appear in which you can copy “Client ID” / “Client secret” and also download 
a JSON file in which there will be information about “Client ID” / “Client secret”.
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Now, please open the app Simple Receiving IMAP.fmp12, go to connection settings by clicking 
on the gear icon located at the top right and follow these steps:


1. In the “IMAP User Name” field, enter your email address.

2. In the field “Pref. IMAP Auth. ” select authorization type “OAUTH”.

3. Click on the “OAuth 2.0 Client Credentials” tab.

4. In the “OAuth Provider” drop-down list, select “gmail.com”.

5. Copy the Client ID and Client Secret from the browser into the corresponding fields “OAuth 
Client ID” and “OAuth Client Secret”.

6. Click the “Open OAuth2 in External browser” button to complete web authorization, as a result 
of which you can get a “Token”.


After clicking the “Open OAuth2 Window” button, a window with web authorization will open. 
Select your account from the list or add a new one if the account for which you created the 
application is not in the list.
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Since the application did not submit to Google’s verification, you’ll see a warning. Click on the 
“Continue” link, an additional warning will open with the option to continue by clicking the “Go to 
MailIt OAuth (unsafe)” link. Here, you will see a link with the name of your application.
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On the next page, you need to allow the plugin access to your account by clicking the “Continue” 
button.


As a result, Google will pass the string “code” which is needed to get the “token”. 

If no errors occurred, then you should see the text in your browser: “Now you can close your 
browser tab and continue in FileMaker.”


If you clicked the “Open OAuth2 WIndow in FileMaker” button at the beginning, then сlick the 
“Get Code” button to pick up the line from the WebView and complete the request for a “token”.


Next, FileMaker will automatically execute a script that will exchange the code for a token. As a 
result of executing the script, you should see a message that the token has been received and 
inserted into the password field.
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After receiving token, click the “Test Connection” button to test the connection.


In response to the “Token” request, two additional properties are transferred: “Refresh Token” and 

“Token Expires In”. “Token” is substituted in the password field. “Refresh Token” and “Token 
Expires In” can be found in the “OAuth 2.0 Additional settings” tab.

In this example, the “Refresh Token” field displays the value in clear text so that authorization can 
be debugged, in real life, save the “Refresh Token” in a safe place.


The lifetime of “Token” is 1 hour from the moment it was received. After 1 hour, you need to 
request a new “Token” using “Refresh Token”. The implementation of the “Token” update process 
can be viewed in a script called “Test Connection” or “Connect to the mail server”.


On the “OAuth 2.0 Additional settings” tab, there are additional settings such as “Local 
WebServer Host” and “Local WebServer Port.” These fields are needed to configure the local web 
server. The local web server is needed to display the html file (../Mailit Assets/oauth/index.html) in 
FileMaker WebView, the file is accessible by address (http://localhost:1234/oauth/index.html) for 
web authorization. The local web server starts when the “Open OAuth2 Window” button is clicked 
and stops after clicking the “Get Code.” If for some reason the local server cannot start, then 
check that the plugin has permissions read / write to a local drive, and that the port specified in 
the settings "1234" is not being used by another application or service. If the port is busy. Try to 
specify any other port that is available on your system.


Additional Information 
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OAuth 2.0 Mechanism

https://developers.google.com/gmail/imap/xoauth2-protocol


Using OAuth 2.0 to Access Google APIs

https://developers.google.com/identity/protocols/oauth2
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