Note: This document refers to Google-specific OAuth 2.0 settings. The end-to-end OAuth 2.0
process for Mailit is described in the OAuth 2.0 General.pdf document that references this
document.

Using Gmail IMAP OAUTH/XOAUTH2

The Gmail IMAP and SMTP servers have been extended to support authorization via the industry-
standard OAuth 2.0 protocol. Using OAUTH protocol, user can do authentication by Gmail Web
OAuth instead of user and password. This way is more secure but also a little more complex.

Overview shared by Google:
https://developers.google.com/gmail/imap/imap-smtp?hl=en

Create your project in Google Cloud

In order to use Gmail OAUTH authorization, you need to create an application in the Google
Cloud. After creating the application, you will receive the Client ID and Client Secret, which must
be used for authorization.

To create an application, go to: https://console.cloud.google.com/cloud-resource-manager

After logging in, you will be taken to the project management page in the Google Developers
Console

= Google Cloud ‘ Search (/) for resources, docs, products, and more ‘ Q_ Search ‘ wE A @ : @
Manage resources CREATE PROJECT E3 CREATE FOLDER ~ MOVE DELETE » TAGS C  HIDE INFO PANEL
Resources No resource selected
= Filter Filter ) m PERMISSIONS LABELS
O Name D Last accessed = 4 Status Charges @
No results to display @  Please select at least one resource.
RESOURCES PENDING DELETION

Click on the “CREATE PROJECT” button. You will be redirected to the page for creating a new
project. Enter the name of your new project in the “Project name *” field and click the “CREATE”
button. The project name “Maillt OAuth” is used as an example.

= Google Cloud ‘ Search (/) for resources, docs, products, and more ‘ Q search ‘ B EH QO ® @
New Project
Project name *
‘ Mailit OAuth (2] ‘
Project ID: mailit-oauth-435212. It cannot be changed later. EDE
Location *
‘ B No organization BROWSE ‘
Parent organization or folder
CREATE CANCEL
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After clicking the “CREATE” button, you will be redirected to the project management page. The
project creation process will begin, it will take a little time, after which you will see a notification
that the project has been created with a project selection button. Click the Select Project button
to select a project.

= Google Cloud 1 Search (/) for resources, docs, products, and more ‘ Q_ search ‘ i na ® : @
Manage resources CREATEPROJECT [ CREATE FOLDER ~ Notifications HIDE INFO PANEL
Resources @ Create Project: Mailit OAuth 5 minutes ago
SELECT PROJECT
= Filter Filter [~]
O Name D Lastaccessed = Status
O ¥ B No organization September 10, 2024 : @  Please select at least one resource.
D o° Maillt OAuth mailit... September 10, 2024 E

RESOURCES PENDING DELETION

Next, you need to go to the “OAuth consent screen” section. To do this, start typing “OAuth
consent screen” in the search bar. When the “OAuth consent screen” item appears in the search
results, select it.

2* Mailit OAuth v ‘ OAuth|clients X  Q Search < ﬁ a ® : @

Q oauth clients

= Google Cloud

SEARCH RESULTS

API OAuth consent screen
APls & Services

Credentials
AP APls & Services

On the “OAuth consent screen” page, select the user type Internal or External. In the instructions,
we use a personal account, so we will select External.

= Google Cloud ¢ Mailit OAuth ~ ‘ 1 OAuth X l Q search | 4+ 0 na ® : @
API APIs & Services Q OAuth consent screen <l
> Enabled APIs & services Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.
1 Library
o+  Credentials User Type

O Internal @

v OAuth consent screen
_ Only available to users within your organization. You will not need to
So  Pageusage agreements submit your app for verification. Learn more about user type 2

@® External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type 2

CREATE

After you click the "Create" button, you will need to fill out a four-step form.
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In the first step, fill in the required fields such as “App name” and User support email. Scroll down
to the bottom of the page and enter your email in the “Developer contact information” field.
Optionally, you can add a logo and fill in other non-mandatory fields. Then click the “Save and
continue” button.

= GoogleCloud | 3 Mailtoauth + | | OAuth X ’ Qseach | 4 @ B QO @ @
API APIs & Services Q Edit app registration <l
«»  Enabled APIs & services @ OAuthconsentscreen — @ Scopes — €) Testusers — @) Summary
i Library
or  Credentials App information
i OAuth consent screen This shows in the consent screen, and helps end users know who you are and contact
you
=»  Page usage agreements
- App name *
| Mailt OAuth |

The name of the app asking for consent

- User support email *
‘ dacons.plugin.mailit@gmail.com v ‘

For users to contact you with questions about their consent. Learn more [4

-— o = _—e o e o EE e e Ee Ew = =
I App logo
I This is your logo. It helps people recognize your app and is displayed on the OAuth
consent screen.
After you upload a logo, you will need to submit your app for verification unless the app
I is configured for internal use only or has a publishing status of "Testing". Learn more [4

|
|
|
|

- Logo file to upload
dacons mi logo 256.png X  BROWSE ‘

Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results

I oo oo oo oom oo omm omw omw omw omw omm omm

Developer contact information
- Email add *
dacons.plugin.mailit@gmail.com €

These email addresses are for Google to notify you about any changes to your project

SAVE AND CONTINUE CANCEL
<I
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In the second step “Scopes”, nothing else to do, go down to the bottom of the page and click the
“Save and continue” button to go to the next step.

In the third step “Test users”, you will need to add your email with which you will pass OAuth
authentication. Before proceeding to the next step, make sure the user is displayed in the list.

= Google Cloud % Mailit OAuth ~ ‘ ‘ OAuth X ‘ Qsearch | 4 f B A @ @
API APIs & Services Il Edit app registration <l
«»  Enabled APIs & services & OAuthconsentscreen — @& Scopes — @) Testusers — @ Summary
i Library
o+  Credentials Test users
i OAuth consent screen While publishing status is set to "Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over

Se  Pageusage agreements the entire lifetime of the app. Learn more 2

+ ADD USERS

= Filter Enter property name or value (%]

User information

I dacons.plugin.mailit@gmail.com 1 I

SAVE AND CONTINUE CANCEL

At the last step “Summary”, a summary of the application will be displayed, scroll down the page
and click the “Back to dashboard” button. Now you can create a “Client ID” and “Client secret”
for this, go to the “Credentials” section and click the “Create Credentials” button and select the
“OAuth client ID” item in the drop-down menu.

= Google Cloud

t MailtoAuth ~ | | OAuth X ‘O\Search‘ + B2 a0 @

API APIs & Services Q + CREATE CREDENTIALS & DELETE \~ RESTORE DELETED CREDENTIALS

API key

B3 Enabled APIs & services i
abled & service: Create credentials to ac'  |dentifies your project using a simple API key to check quota and access

M Library

OAuth client ID

API Keys Requests user consent so your app can access the user's data
Or Credentials .
D Name Service account Actions
i OAuth consent screen No APl keys to displa Enables server-to-server, app-level authentication using robot accounts

S Page usage agreements He|p me choose
OAuth 2.0 Client |  Asks a few questions to help you decide which type of credential to use

O Name Creation date Type Client ID Actions
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In the next step, in the “Application type” field, select “Desktop app”.

API APIs & Services & Create OAuth client ID

- )
<»  Enabled APIs & services Aclient ID is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 [2 for more

m )
w Library information. Learn more [2 about OAuth client types.

Or Credentials [A lication type *

Web application J
2 OAuth consent screen PP

Android

=& Page usage agreements
Chrome Extension
i0oS

TVs and Limited Input devices

Desktop app

Universal Windows Platform (UWP)

After making a choice in the “Application type” field, the “Name” field will appear, in which you
need to specify a name for the current “Client ID” / “Client secret” link. Specify any name by
which you will be able to understand in the future for what purpose you created the credentials.

Application type *
[ Desktop app

")

Name *

[ Maillt OAuth Desktop client 1

|

The name of your OAuth 2.0 client. This name is only used to identify the client in the

After you fill in the "Name" field, click the "Create" button.

Next, a window will appear in which you can copy “Client ID” / “Client secret” and also download
a JSON file in which there will be information about “Client ID” / “Client secret”.

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

OAuth access is restricted to the test users [ listed on your
OAuth consent screen

Client ID 885967412600-
5sfosgibb3adg40d7k1jjcsvr81Inpi0.apps.g
oogleusercontent.com 3]

Client secret GOCSPX-
oVQI04ZL4QRgxQI43X9KFLYZ9FQp 3]

Creation date September 10, 2024 at 6:14:33 PM GMT+3
Status @ Enabled

¥ DOWNLOAD JSON
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Now, please open the app Simple Receiving IMAP.fmp12, go to connection settings by clicking
on the gear icon located at the top right and follow these steps:

1. In the “IMAP User Name” field, enter your email address.

2. In the field “Pref. IMAP Auth. ” select authorization type “OAUTH”.

3. Click on the “OAuth 2.0 Client Credentials” tab.

4. In the “OAuth Provider” drop-down list, select “gmail.com”.

5. Copy the Client ID and Client Secret from the browser into the corresponding fields “OAuth
Client ID” and “OAuth Client Secret”.

6. Click the “Open OAuth2 in External browser” button to complete web authorization, as a result
of which you can get a “Token”.

IMAP Connection Settings X
IMAP Server imap.gmail.com
IMAP Server Port 993
SSU/TLS On
POP Server Timeout 60
IMAP Authentication only
Pref. IMAP Auth. OAUTH
IMAP User Name dacons.plugin.mailit@gmail.com

IMAP Password

Leave Messages on Server On
Delete Off
After (days) 7

Test Connection Clear Settings

Last Session Transcript OAuth 2.0 Client Credentials OAuth 2.0 Additional settings Log file

. . Hint: In order to use OAuth2 authorization you
OAuth Provider gmail.com need to create an application. y
. For the GMail service:
OAuth Client ID 885967412600-5sfosgibb3adg40d7k1jjcsvr81Inpi0.apps.googleusercontent. https://console.developers.google.com/
For the Outlook or Live service:
. https://portal.azure.com/
OAuth Client Secret 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

After creating the application, you will be
available to "Client ID" and "Client Secret"
Use Secret in Request o
n

Open OAuth2 Window in FileMaker Open OAuth2 in External browser

After clicking the “Open OAuth2 Window” button, a window with web authorization will open.
Select your account from the list or add a new one if the account for which you created the
application is not in the list.
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G Sign in with Google

Signin

to continue to Mailit OAuth

l

Forgot email?

[ Email or phone

Create account @

G

Google hasn't verified this
app

You've been given access to an app that’s currently being tested.
You should only continue if you know the developer that invited
you.

Continue Back to safety

Since the application did not submit to Google’s verification, you’ll see a warning. Click on the
“Continue” link, an additional warning will open with the option to continue by clicking the “Go to
Maillt OAuth (unsafe)” link. Here, you will see a link with the name of your application.
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On the next page, you need to allow the plugin access to your account by clicking the “Continue”
button.

(5 signin with Google

Mailit OAuth wants access to
your Google Account

@ dacons.plugin.mailit@gmail.com

When you allow this access, Mailit OAuth will
be able to

M Read, compose, send, and permanently delete all
your email from Gmail. Learn more

Make sure you trust Mailit OAuth

You may be sharing sensitive info with this site or app. Learn about
how Mailit OAuth will handle your data by reviewing its terms of
service and privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

Cancel ) Continue

As a result, Google will pass the string “code” which is needed to get the “token”.
If no errors occurred, then you should see the text in your browser: “Now you can close your
browser tab and continue in FileMaker.”

If you clicked the “Open OAuth2 Window in FileMaker” button at the beginning, then click the

“Get Code” button to pick up the line from the WebView and complete the request for a “token”.

Now you can close your browser tab and continue
in FileMaker.

Next, FileMaker will automatically execute a script that will exchange the code for a token. As a
result of executing the script, you should see a message that the token has been received and
inserted into the password field.
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The token is received and inserted into the password field, now you
can go to the "Receive Email" layout and click the "Get Mail" button.

Token:
ya29.a0AcM6B12wLAXOWbYkICzQEd52hT55C5W7eRxsNSKWDOVEKkb]
1X_qcYDos2ggGISzkdY4P2DD6trBZIkHgrRVjWOuVJjMi9KR4fk_xhMR
8juftOrr992pEo8BWfT4ANdIaU2p36hEe8lijev0OgLTwsVaauQ9Y566zx
whbciLsOoNaCgYKAfQSARISFQHGX2Mi409S57ZKK-
C2I1Dtiwbesg0175

After receiving token, click the “Test Connection” button to test the connection.

In response to the “Token” request, two additional properties are transferred: “Refresh Token” and

Last Session Transcript OAuth 2.0 Client Credentials OAuth 2.0 Additional settings Log file

OAuth Refresh Token 1//09BsBscMirbblCgYIARAAGAKSNwF-

Authorization URL https://accounts.google.com/o/oauth2/v2/auth
Token URL https://oauth2.googleapis.com/token

Scope https://mail.google.com

Token Expires In Tuesday, 10.09.2024 19:33:14 EEST

“Token Expires In”. “Token” is substituted in the password field. “Refresh Token” and “Token
Expires In” can be found in the “OAuth 2.0 Additional settings” tab.

In this example, the “Refresh Token” field displays the value in clear text so that authorization can
be debugged, in real life, save the “Refresh Token” in a safe place.

The lifetime of “Token” is 1 hour from the moment it was received. After 1 hour, you need to
request a new “Token” using “Refresh Token”. The implementation of the “Token” update process
can be viewed in a script called “Test Connection” or “Connect to the mail server”.

On the “OAuth 2.0 Additional settings” tab, there are additional settings such as “Local
WebServer Host” and “Local WebServer Port.” These fields are needed to configure the local web
server. The local web server is needed to display the html file (../Mailit Assets/oauth/index.html) in
FileMaker WebView, the file is accessible by address (http://localhost:1234/0auth/index.html) for
web authorization. The local web server starts when the “Open OAuth2 Window” button is clicked
and stops after clicking the “Get Code.” If for some reason the local server cannot start, then
check that the plugin has permissions read / write to a local drive, and that the port specified in
the settings "1234" is not being used by another application or service. If the port is busy. Try to
specify any other port that is available on your system.

Additional Information
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OAuth 2.0 Mechanism
https://developers.google.com/gmail/imap/xoauth2-protocol

Using OAuth 2.0 to Access Google APIs
https://developers.google.com/identity/protocols/oauth?
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